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RESOURCE INF-002G 

Clean Desk Guideline 

Purpose 
The purpose and principle of a “clean desk” guideline is to ensure that confiden�al data is not exposed 
to individuals who may pass through the area, such as members, service personnel, and thieves. It 
encourages methodical management of one’s workspace. 

Because of the risk of being compromised, confiden�al informa�on should always be treated with care. 

Overview 
Coast Mountain College (CMTN) is commited to protec�ng the privacy of its employees and members 
and shall protect the confiden�ality of non-public informa�on consistent with provincial and federal 
laws.  

CMTN has an obliga�on to ensure the security and confiden�ality of its member records and to protect 
these records against unauthorized access that could result in any type of loss or inconvenience for its 
members. 

Defini�ons 
None 

Scope 
All CMTN staff. 

Details 
To maintain the security and privacy of employees’ and members’ personal informa�on, CMTN 
employees should observe the “clean desk” rule.  

All employees should take appropriate ac�ons to prevent unauthorized persons from having access to 
member informa�on, applica�ons, or data. Employees are also required to make a conscien�ous check 
of their surrounding work environment to ensure that there will be no loss of confiden�ality to data 
media or documents. 

The clean desk guideline applies to: 

• day planners and rolodexes that may contain non-public informa�on 
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• file cabinets, storage cabinets, and briefcases containing sensi�ve or confiden�al informa�on 
• any confiden�al or sensi�ve data, including reports, lists, or statements. 
• electronic devices, including cell phones and PDAs 
• keys used to access sensi�ve informa�on 
• printouts containing sensi�ve informa�on 
• data on printers, copy machines, and/or fax machines 
• computer worksta�ons and passwords 
• portable media, such as CDs, disks, and flash drives 
• desks and work areas, including white boards and bookshelves. 

Sensi�ve data refers to personal informa�on and restricted data.  

Personal informa�on includes, but is not limited to: 

• an individual’s name 
• social security number 
• driver’s licence number or iden�fica�on card number 
• account number, credit or debit card number, security code, access code, or password that could 

permit access to an individual’s financial account 
• restricted data is divided into two categories: 

o personal data that refers to any combina�on of informa�on that iden�fies and describes an 
individual 

o limited data that refers to electronic informa�on whose unauthorized access, modifica�on, or 
loss could seriously or adversely affect CMTN, its members, and non-members. 

Related Policies, Guidelines, and Other Resources 
• None 
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